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CODE

SENDER RECEIVER
MESSAGE MESSAGE
MAC MESSAGE MAC
Key (K) = | Algorithm MAC Key (K) — | Algorithm

Pad \
MAC MAC +<:>+ MAC

MAC: If the same MAC is found: then

Message Authentication Code the message is authentic and
integrity checked

Else: samething is not right‘
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MESSAGE AUTHENTICATION 3§ i
CODE -- ANGRIFFSVEKTOREN 7 =

Totalbreak  Alle Systemparameter sind gebrochen

Universal forgery (universal unforgeability, UUF) E< kawn eiv W\AC ‘Ff/il" eme b@li@bi@@ Nachricht
ereengt werden

Es kawn ein MAC filr eine Nachricht erzengt
werdev, welche vor dewm Amgriff durch dew
Angreifer ansgewahit warde

Selective forgery (selective unforgeability, SUF)

Existential forgery €S kavv ein WMAC filr eumindest eive Nachricht erzengt werden,
welche beliebig sein kann und keiven Sinv ergeben muss
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0 ECB-like construction: Break a message to fixed-
length blocks, and authenticate each individual block.

Mac,(m,) Mac,(m,) Mac,(m5)

Susceptible to block re-ordering attack.
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0 ECB-like construction with block number: Like
before, but authenticate block numbers as well.

m, m,
Mac,(1||m,) Mac,(2|m,)
Susceptible to truncation attack. }
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0 ECB-like construction with block number and
message length: Like before, but authenticate
message length as well.

m, m, m;

<

A

Mac, (¢||1|[m,) Mac,(¢]|2||m,) Mac,(¢||3|[m5)

Susceptible to mix-and-match attack:
Forgery by having tags on two equal-length messages.
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HOW TO (NOT) MACA LONG 3}
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0 Everything like before, but in addition authenticate a

random message 1dentifier.

m, m, my

A

Mac, (r||¢]|1||m,) Mac,(r||€]|2]|7,) Mac,(r]|£]3|m-)

Provably secure construction
but very inefficient: It quadruples tag size!
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0 Compute CBC-mode encryption on the message,
output the IV and the last block as the tag.

M, M, M;

lV _’%5 =<+F >$
K— F; K— F, K— F,
—

Co G G, G,

M, - (M:{, Mz, M3)
Forgery: =l 6
V' @M, =1V M,
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Q Compute CBC-mode encryption on the message with
IV = 07, output the last block as the tag.

IVII M2 M3
-
K— F, K— F, K— F,
— — S

G, C, LS5

Susceptible to length-extension attacks: Given tag C, on
single-block message M,, output tag C, on two-block

message (M, M,;@C)).
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H ({I{’ & opad) || H ((K' @ ipad) || m))
H(K) K is larger than block size

HMAC(K,m)

K' =

K otherwise
Input Digest
ERR A 3454 788a 751
. . Fox » fuﬂ:fi}im : zggz 24D9 :gﬁ; cngz 201"‘;
Hierbei ist H eine Kryptographische Hash Funktion.
The red fox cryptographic 0086 46BB FBTD CBE2 823C
thmgf’ otjer : hash > ACC7 6CD1 90BL EEGE 3ABC
e blue dog function
* Eff|2|ent ZU bereChnen Theredfox cryptographic 8FDS 7558 7851 4F32 D1CE
. . Jt‘t’lm]l:f ouder > Lok > 7681 79A9 ODA4 AEFE 4819
e Schwer zu invertieren e blue dog fuction
e Schwer eine Kollision zu finden rheredfox | |enwiosmphic | ecps 7eps sarz cerr o1sE
. thlngfu:e;:g ﬁm:fion D401 COAS TD9A 46AF FB4S
* Kleine Anderungen bei der Eingabe flihren zu grof3en Veranderungen bei
The red fox cryptographic
der Ausgabe Ny
the blue dog function
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MAC
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Key

Y

Hash function

MAC

\

Encryption ™

]
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B

Hash function

MAC

Key2

HENTICATION

Key

Hash function

MAC

N A

Encryption <

e
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!

'

Encryption

-

Key

" Hash function

WA

Welche Variante sollen wir jetzt nelimen?
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CODE

Composition Method
Encrypt-and-MAC

MAC-then-Encrypt secure -- secure -
Encrvot-then-MAC

Under the assumption that the MAC scheme is strongly unforgeable
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D)

Key

Nonce

ED ENCRYP

ASSOCIATED DATA

| Plaintext
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‘ Aditional Data | —

Authenticated Encryption

Ciphertext

Aditional Data ‘Tag ‘

Sentinformation
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Associated Data Key Nonce Plaintext
AD K N M
|
: Counter=0 |, Counter=1 Counter=£
: rv ot | RN v vy
.| CC_block | CC_block “ue CC _block
" — ' |
: I'.!.-'Jf.i hit ' [ Kevstream }—*Ea

1 1 L r

AD pad{AD) ' pad(CY] len{ AD) | len(C)

One-time key (r, 8)

+| Poly1305

r
Authentication tag T' Ciphertext C
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V4 \
| 1
1
: I
. | ENCRYPTION
: E EK Ex I
: PI 1 “9 Plaintext 2 19 :
‘ ¥ A ,'
Ciph 1 Ciph 2
e Wan
() )
[ mult ] [ mult & ]7 | mult I
[AuthData 1 | [lenta) en©) €D
I'I'I‘I.Ilthr |
Wan)
o
| AutI:- Tag
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R
E

C SEARCH OVER

D DA

A

y

Wie sucht man eigentlich
anf verschlilsselten Daten?
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SYMME
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C SEARCH OVER

D DA

erste Tdee:
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Plaintext

Stream Cipher ——

A
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- o

Ciphertext

Si Fkl.(.‘j',-)/(

AN
Fiir die Suche gibt Alice an Bob das
wort+ W und den Schliissel k

Prof. Dr. Bjorn Grohmann 93



SYMMETRIC SEARCH OVER 3§ 150
E N CRYP E ) DA A Berlin School of Economics and Law

Fiir die Suche gibt Alice an Bob das
Plaintext verschlilsselte Wort E(W) und dew
- dazngehsrigen Schlidssel k

 /

zweite Tdee:

E(W;)
\@) Ciphertext
Stream Cipher — S, rusl” Hier gibt es aber noch
%/’ L einen Haken...
5

ki == fr(Ep (Wi))
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dritte Tdee: P'ailmm
- Jetet ldsst sich das ganze

\ auch wieder entschliisseln
E

E(II-’,--) /
L; R, \@

Stream Cipher — S; F&-(Si)/

Ciphertext
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PUBLIC KEY CRYPTOGRAPHY

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. IT-22, NO. 6, NOVEMBER 1976

New Directions in Cryptography
Invited Paper '
WHITFIELD DIFFIE ANﬁ MARTIN E. HEL.LMAN, MEMBER, IEEE
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o~
P
~——®CRYPTANALYST |—»

MESSAGE | © P=5K'(C)
source | ™| TRANSMITTER} - _-“ RECEIVER e
C=Si(P
H P P i 1 T 4K
+ % Y ¥
KEY = =
Secre > R OURCE

Fig. 1. Flow of information in conventional cryptographic system.
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IDEE: MERKLE PUZZLE

1d:234234234, key: 32748264287482647284723648 shdkfjhskdfhksjhdfkjshkdfjhskjfhdksh
1d:928372482, key: 87347268268728736482748274 ksjhdfiwuherkkfshdkfjhiuwhefhkwjhfkd
1d:182374674, key: 98293843476287461928383766 wiwebksbfjhgsjhfdsbfksjhffkhskjhfhke

N

I1d:776268376, key: 23476347268584298374823742 risnbvhzgwuzegfkjsnvjsvgskjfhsnfsntj

© 9
\ /]~

Id:4658745683

WV (=

/\
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PUBLIC KEY CRYPTOGRAPHY
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e
=]
—{ CRYPTANALYST |- ®»
MESSAGE |y P
SOURCE TRANSMITTER RECEIVER |———
] KEY KEY
P(Ablw > | SOURCE #1 SOURCE #2| ¢ secret

Fig. 2. Flow of information in public kev system.

wie machen wir das?

23.02.2026
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def encrypt_aft

def encrypt(m):

ksjhdfjkhsdfhsfky
flkdjlfkjlsjdfksl

sk = ©111011011011010011; sdjhfkhskjdhkfjhskd
c = Enc(m,sk); ¢ = shdjfsh87h43jjsh;
return c; return c;

Program before obfuscation

23.02.2026

Prof. Dr. Bjorn Grohmann

Program after obfuscation
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PUBLIC KEY CRYPTOGRAPHY e

—{crveranavyst |- »
Diffie-Hellman ek ;
MESSAGE - TRANSMITTER RECEIVER |- ——#»
key exchange SOURCE F T
P(Ablw > | SoURCE #1 SOURCE #2| < secret

Fig. 2. Flow of information in public kev system.

Each user generates an independent random number as their key. User ¢ obtains Kj; by obtaining Y, from the
X; chosen uniformly from the set of integers |1,2, -+« ,g — publie file and letting
1{. Fach keeps X; secret, but places

. t Kij= ¥;* mod g (9)
P(Abl!& '@ (g vl 560r6+ = (a®/)% mod g (10)
in a public file with his name and address. When users i = g XX = o XX mod g. (11)
and j wish to communicate privately, they nse User j obtains Kj; in the similar fashion
= a*iX modg (8)

K;; = Y;*imod q. (12)
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PROBLEM DES DISKRETEN P Wi nd e e
_OGA %l H M U S Berlin School of Economics and Law

For a cyclic group G with generator w every
element o € G can be written as

k

a = W
\ Discrete Logarithm

Discrete Logarithm
Problem

\ Given (G, w and «, compute k.
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DIE EINHEITENGRUPPE EINES j Wirtsehal und Recht Berln
ENDLICHEN KORPERS: MODP Perin St Econemica and Lo

Hetwork Working Group T. Kivinen
FEequest for Comments: 3526 M. Eojo
Category: Standards Track 585H Communications Security

May 2003

More Modular Exponential [(MODP) Diffie-Hellman groups
for Internet EKey Exchange (IEE)

Status of this=s Memo

This=s document specifies an Internet standards track protocol for the
Internet community, and regquests di=scus=sion and suggestions for

inprovement=s. Please refer to the current edition of the "Internet
Official Protocol Standards"™ (5TD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Copyright Notice

Copyright (C) The Internet Society (2003). &1l Rights Reserwved.
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MODP

2048-bit MCODE Gro
it Toup 3. 40%&-bit MODF Group

This group is assigned id 14.

This group is assigned id 16.

This prime i=: 272048 - 2"1984 - 1 + 2764 * { [271918 pi] + 124476 }
Its hexadecimal value is: Thiz prime i=s: 274096 - 274032 - 1 + 2764 = { [2"3%966 pi] + 240904
FFFFFFFF FFFFFFFF CO0FDARZ 2168C234 C4Ce6628B BO0DCICD1
23024E08 SRETCCT4 0ZOSBERE 35139822 514R057% SE3404DD Itz nexadecimal walus is:
EFS519B3 CD34431B 302B0LeD F25F1437 4FEL1356D &DLS1CZ45
E485B576 6Z5ETECE F44C4ZES R637EDEE OBFFSCB6 F406BTED
EE386BFE SLS99FLS LE9F2411 TC4B1FE6 49286651 ECE45B3D FFFFFFFF FFFFFFFF CO0FDRL&Z Z2168C234 C4CeeZB8B BODCI1CDI
C2007CB8 L163BFO5 985DL4836 1C55D3%A 69163FLE FDZ4CFSF - - - .
83655D23 DCASADY6 1C62F356 208552BE SED52907 T096966D 2£3024E08 BRETCCTE DZ0BBERS 3B135B22 512R087S SE3404DD
§T0C354E 4LBCY9804 F1T746C0E CALS217C 32905E46 2E36CESB EF95189E3 CD34431B 30Z2BO0L&e6D FZE5F1437 4FE1356D &D51CZ245
E39ETT72C 180EE603 9BZ2TE3AZ ECOTAZEBF BLSCS5DFO &F4C52C9 E&BEEETE EEEETECE F&&C&EEE‘ AES?EDEE QEFFECEE F'&:'EE'?ED
DEZBCEBFE 95581718 3995497C EL956AES 15D2Z618% S8FL0O510
P g ———— EESSEEFD SLESOFAS LEGOF2411 TC4B1FES 49288651 ECE45B3D
_ o C200T7CES LR163BF0S SSDR4E536 1CSSDSSL 69163FAS FDZ4CFSE
The generator is: 2. 53655023 DCASADSs 1CE2F356 ZO0S55ZBE S9EDSZS907 TO96986D
4. 3072-bit MODP Group §70C354E 4LBC9804 F1T746C08 CA1S8217C 32905E46 2E36CE3IB
This group s assigned 14 1. E39ET72C 1B80ES8603 98278342 ECOTAZEF BSCSSDF0 6F4CS52CY
S i - ‘ DEZBCBF& 95581718 3995497C EASS6AES 15D22618 98FAOS1O0
TALS PTImS 2Si 275072 ¢ 279008 -4 2nes T of [2728e2 pl v Lesesis 15728E5A SARAC42D AD33170D 04507A33 AS5521AB DFI1CBA64
Tts hexadecimal value is: ECFES504 SEDBEFOL SAELT1ST SDOE0CTD B3STOFSS LEELE4CT
FFFFFFFF FFFFFFFF COOFDALZ 2168C234 C4C6628E S0DCICDL ABFSAEEC DEOS33DT 1EBCO4EQ 4RA25619D CEE3D22Ze 1ADZEEEE
29024202 SAGTCCTS 0205BERC 139522 SLER0STS SE3404DD F1ZFFLO& DOELOSE4 DETE02T3 SECSELE4 S521FZBL1E 177BZ00C
E4ASES76 62SETECH F24C4ZES AGSTEDGE DBEESCHE E4DGHTED BEE11757 TRAG1SD&C TTOSEBECO BADS46EZ OBEZ4FR0 T4ESAR3]
EE386BFB LSLAS99FLAS LAES9F2411 T7C4B1FE6 459286651 ECE45B3D QSDEEEFC E-:'FDJ.:'BE &332]}123 .;5.921-:'3:'1 lATZSClE A'?E'TEED'?
Soe5emos oasapes 1cesrass 20se5ms xpesens snesscep 88718A10 BDBASBZE 99IC32718 EAF4E23C 1A946334 BE1SOBDA
670C354E 4ABC9804 F1746C08 CAL8217C 32905E46 2E36CE3E 2583E9CA 2AD44CES DBEBECZDE 04DESEFS ZESEFC14 1FBECRAG
Pamimes seemii e T Tl it 25705947 4EEBCOSD 98B2264F LOS0CSAZ 233BA1S6 S15BETED
15728E54 BLALC4Z2D AD33170D 04507433 48552148 DF1CBL64 1Falz870 CEEZDTLAF BEIBDDTe 2170481C DO0DR291Z7T DSEBEOBLLGS
o mr T A ST onEae D meoTores Aemnie] 93B4ELSE SDEFDDCL S6FFETDC SORECOSF 4DF435CS 34083199
F1ZFFLO& DS9E8L0EB64 DEBTE0Z27T3 3ECE6LEe4 S5Z1FZB1E 1TT7BZOO0OC FFEFFFFFF FEFFEFFFEE
BEBE11757 Thel5DeC TTOSEECO BLDS46EZ OEBEZ4FLA0 T4ESLAEBE31
453DBSEFC EOFD10BE 4BEZ2D120 RAS93ADZ2CA FFFFFFFF FFFFEFFFF

The generator is: 2.

23.02.2026

The generator is: 2.
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Security Considerations

Thi=z document de=scribke=s new stronger groups to be used in IEE. The
strengths of the groups defined here are always estimates and there
are as many methods to estimate them as there are cryptographers.
For the strength estimates below we took the both ends of the scale
2o the actual strength estimate iz likely bketween the two numbers
given here.

e - - - +
| Group | Modulus | Strength E=stimate 1 | Strength Estimate 2 |
| | +————————— F————————— F————————— F————————— +
| | | | exponent | | exponent |
| | | in kits | =ize | in bits | =i=ze |
e - - - - - +
| L | 1536-kit | g0 | 180- | 120 | 240- |
| 14 | 2048-kit | 1140 | 220- | 180 | 320- |
| 15 | 3072-kit | 130 | 2e0- | 210 | 420- |
| 1& | 40%6-kit | 150 | 300- | 240 | 480- |
| 17 | 61l44-kit | 170 | 340- | 270 | o40- |
| B | 81l82-kit | 1820 | 380- | 310 | 620- |
e - - - +
Prof. Dr. Bjorn Grohmann 106



BEIPSPIEL: GRUPPE AUF j
EINEM KREIS

AR —C(R) : @ — (cos2ma,sin21a)

P
N
0 = (0,0) O
@aruppengesetz
cos2m(ay +az) = cos2ma; cos2mas — sin 2way sin 2was,
('F(AV]k‘hOV]@l"‘l' Mb@l" sin 2m(a; + as) = cos2ma; sin 2mas + cos 2ma, sin 27a;,

Jedem Ring) \
(z1,1) + (22,y2) = (371272—#1#2;331924'33291)
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Neutrales Element

Twverses Element

—(z,y) = (z,-y)

23.02.2026 Prof. Dr. Bjorn Grohmann
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A
~

-

\_/

yr=x'—-x y =x'—-x+1
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P

P+0Q0+R=0

23.02.2026

-
P
. = \ - =

P+0+0=0
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elliptic curve F given by the equation y?> = 23 — 4 + 4

Yy vt
B A bi7C
—+— . :: I — ' —— I
\ ] \ O\
lkk_ji 2 -I'H_-}:/ "ll".
| 1
1 YA+ B I YA+A

Definition. We define +: I/ x I — F (A, B) v~ A+ B as follows.
(a) Weset A4+ O =0+ A:=0 for all A.
(b) If (x4,y4) = (zp, —yp), then A+ B = O.
(¢) If (xa,ya) # (R, —yg), then we define A+ B := (xap, yap) where

) rap = (A, B)? —a4—ap
yap = —Ya+ oA B)(xzy—24B)
. YA“YB e o 3eita oo
with a(A, B) = pry—— if x4 # xp and oA, B) = 50 if 24 = xp.
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| |

Parameters: | ECDLP security: ‘ ECC security:
| Curve |Safe?| field |ﬂ]uation| base | rho ‘1ran5fer‘ disc | rigid ‘Iadder twist |mple$ ind
|An0ma|0us |False |True\/|True\I( |Tn_|g\¢" |TrueJ‘False ‘False |TrugJ‘False |False |Fa|.=:-e |False

|M_221 |TrueJ|True\{|True\( |True\{ |True\f ‘True\f' ‘TrueJ|True\f ‘True\/|True\( |True\{ |True\{
|E-222 |True\{|True\{|True\f |True\f |True\f ‘True\{ ‘True\{|True\/‘True\/|True\f |True\{ |True\{
hsTP224  [[Fakse [[rrue/ ruev/ [rruev[Tuev/|Truev [truev/|[Fase [Faise [Faise [False [|Faise
|Curwe11?¢ |True\f|True\{|True\f |True\f |True\f ‘True\{ ‘TFUEJ|TTUEJ‘TFUEJ|TFUEJ |TFUEJ |TFUEJ
lcuve2ss1e e/ |Tue v [True” [[ruev/ [rruev/|[true v [True v/ [true v/ [true [rrue|[ruev/ [[rruev/
[BN(2.254) [Fatse |[Truev/ [Truev/ [Truev/ [Trues/ |Fatse [False [truev/|[False [False [False |False
lbrainpoolP256t1 [False |rrue/ e [Truev/ [Truev/[Truew/ |[True/|[True/ [False |[False [[False |[False
|ANSSI FRP256v1 |False |TrueJ|TrueJ |Tm.w" |TrueJ ‘TWEJ ‘True\f|False ‘False |False |False |False
|NIST P-256 |False |TrueJ|TrueJ |Tm.w" |TrueJ ‘TWEJ ‘TrUEJ|FaI59 ‘False |Tr|_|e\/ |False |False
[secp2s6k [Fase [Trues/ [Tuev/ [truev/ [rruev/[rrues/ [False [rruev/[False [[ruev/|[False  |[[False
[E-382 [rrue/[true v/ [rrue/ [rruev/ [rruev|[rrue v [rrue v [rrue o [rruew/ [rrue v [rrue v/ [frruev/
IM-383 rruev/ e e [Truev/ [Tue/|[True/ [Truew/ [True o [Truev/ [Truev[rruew/ [frruev/
|r:uwe38318? |TrueJ|Truev’|TrueJ |Trues/ |Truev’ ‘True\f ‘Truev'r|TrueJ ‘True\/hrue\( |Tfue‘f |Tf“9‘f
|hrainp00lF’384t1 |False |TrueJ|TrueJ |Truev" |Truev’r ‘True\{ ‘True\”TrueJ‘Fﬂlse |TrueJ |F*‘-"Se |F“-"Se
|NIST P-384 |False |TrueJ|TrueJ |Truev" |Truev’r ‘True\{ ‘True\f|Fﬂ|59 ‘Fﬂlse |TrueJ |F*‘-"Se |F“-"Se
|CUNE-‘11417 |True\{|True\{|True\f |True\{ |True\f ‘True\{ ‘True\{|True\{‘True\/|True\/ |True\{ |True\{
[Ed448-Golditocks True v [True o [rrues [Truev/ [rrue o [Truew/ |[Truen[rrue o e e |frrue [frruev/
||""'|-5‘1‘I |True\f|True\{|True\f |True\( |True\f ‘True\{ ‘True\{|True\{‘True\/|True\( |True\{ |True\{
|E-521 |True\{|TrueV’|TrueJ |True\( |True\f ‘True\{ ‘True\f|True\!‘True\/|True\( |True\{ |True\{
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A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems

R.L. Rivest, A. Shamir. and L. Adleman*

23.02.2026 Prof. Dr. Bjorn Grohmann 112



Hochschule fir

Wirtschaft und Recht Berli
R | V ES S H A I\/l | R A D I_ E I\/I A N Be:EEsgchiol (lalflécoienfic:an:rLala

A Method for Obtaining Digital
Signatures and Public-Key Cryptosystems

R.L. Rivest, A. Shamir, and L. Adleman*

A mﬁmge is encrvpted by representing it as a number M, raising M to a
i s ind then taking the remainder when the result is

d1v1dn.=d by th{-* pu

3 bf two large secrefprime numbers
p and ¢. Decryption is ‘aumla:r only a di

erent, secret, powe

secret

e-d=1 (mod (p—1)-(¢q—1)). The security of the system rests in part on
the difficulty of factoring the published divisor, n.
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SHAMIR ADLEMAN
RSA Algorithm

Key Genera+ion

Select pjg, p and q both prime; p #g,
Caleylate n = p x g,

Caleulate p(n) = (p-1)(q-1)

Select integer e scd(P(n)e) = 4, 1 < e < P n)
Caleylate d de mod (l)(n =
Public key KU = {en}
Private key KR = { d n$
Encryp+ion
Plaintext: M <n
Ciphertex+; C = M*(mod n)
Decryp+ion |
Plaintex+t: C 4
Ciphertext; M = C%(mod n)
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Given a positive integer n = pg, where p and ¢ are primes.

Compute p and g.
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General number field sieve

From Wikipedia, the free encyclopedia

In number theory, the general number field sieve (GNFS) is the most efficient classical algorithm known for factoring integers larger than 10100 Heuristically, its

complexity for factoring an integer n (consisting of Llog, nl + 1 bits) is of the form

exp(( y % +o{1}) (lnnﬁﬂﬂlﬂ”)%) = Ln E\/%

Wir werdew spater voch
sehen, was das gevaun
bedeuten soll...
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SICHERHEIT? (3. ANSA

my=Deg (¢

- ——

~ Define A's advantage to be AdWA(A)-=

LICH) 3}
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ELGAMAL

ElGamal Encryption

LIS S LI INATL LT TR Y AS LN M NAltl Lt IR I RE S IMIMASLLTATR T N LI N AL LT T =

® Key generation
» Pick a large prime p, generator g of Z*_
e Private key: random x such that 1 € x < p-2
e Public key: (p, 9, Y = @* mod p)

@ Encryption
e Pick randomKk, 1 £ K £ p-2
e E(m) = (g* mod p, my* med p) = (7, )
@ Decryption
e Given ciphertext (y,6), compute y™* mod p
e Recover m = &6(v™*) modp
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Algorithm Key generation for generalized ElGamal public-key encryption

SUMMARY: each entity creates a public key and a corresponding private key.
Each entity A should do the following:
1. Select an appropriate cyclic group (& of order 1, with generator cx. (It 15 assumed here
that G 1s written multiplicatively.)
2. Select a random mteger a. 1 < a < n — 1, and compute the group element o™
3. A’s public key 1s (o, " ), together with a description of how to multiply elements in
G; A’s private key 15 a.

Algorithm Generalized ElGamal public-key encryption

SUMMARY: B encrypts a message m for A, which A decrypts.

1. Encryption. B should do the following:
(a) Obtain A’s authentic public key (e, a®).
(b) Represent the message as an element m of the group .
(c) Selectarandom mtegerk. 1 <k <mn— 1.
(d) Compute y = o and § = m - (a®)F.
(e) Send the ciphertext ¢ — (-, ) to A.

2. Decryption. To recover plaintext m from ¢, A should do the following:
(a) Use the private key a to compute 4" and then compute v “.
(b) Recover m by computing (7~ %) - 4.
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